REPORT OF THE ASSISTANT CHIEF
EXECUTIVE, LEGAL AND
GOVERNANCE TO THE AUDIT
COMMITTEE ON 27 MARCH 2013

REGULATION OF INVESTIGATORY POWERS ACT 2000

PURPOSE OF THIS REPORT

1.1

1.2

1.3

This report is brought for the attention of the Audit Committee
pursuant to the Resolution of Cabinet dated 5 March 2009 that the
Committee should receive an annual report of surveillance activity
undertaken by the Council.

Local authorities are inspected biennially by Inspectors appointed by
the office of the Surveillance Commissioners and the Council has most
recently been inspected by Fis Honour Norman Jones QC, Assistant
Commissioner, on 17 October 2012. It is a requirement that the report
of the inspection is brought to the attention of the Committee so that it
can consider the Inspector’s recommendations and the proposals in
response thereto.

The report also brings to the attention of the Committee some recent
changes in the RIPA regime which make additional requirements for
the authorisation of covert surveillance and the purposes for which it
may properly be deployed.

RECOMMENDATION

2.1

That the Audit Committee give consideration to this report.

BACKGROUND

3.1

The Regulation of Investigatory Powers Act 2000 (RIPA) underpins a
complex scheme of legislation which is concerned with the regulation
of forms of surveillance. Its scope is not limited to local authorities but
regulates the use of surveillance by all public agencies, including the
Police, HM Revenues and Customs and the Security Service. The
different organisations are permitted different scope for surveillance,
but the same rigorous procedures are required to be applied,
irrespective of the public agency in question or the subject matter of the
investigation.
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3.2

3.3

3.4

3.5

3.6

3.7

The Local Authority may undertake covert surveillance by means of
either directed surveillance, or the use of a Covert Human Intelligence
Source (CHIS) or the acquisition of communications data. This latter
form of covert surveillance is separately inspected and regulated by the
Interception of Communications Commissioner’s Office (IOCCQO) and
was last subject to a report to this Committee on 25 July 2012.
Acquisition of communications data is not the subject of this report.

Directed surveillance is covert surveillance which is undertaken for a
specific investigation in such a manner that is likely to result in the
obtaining of private information about a person and is carried out in
such a manner calculated to ensure that the surveillance subject is
unaware of it taking place.

Covert Human Intelligence Source (CHIS) is where a person
establishes or maintains a personal or other relationship with another
person (the surveillance subject) for the purpose of covertly using the
relationship to obtain information or to provide access to information
to another person or for the purpose of covertly disclosing information
obtained in the relationship.

There are certain types of covert surveillance that the Local Authority
is not entitled to use. These include intrusive surveillance, which
involves intrusion onto or the placing of a surveillance device in
residential premises or a private vehicle and property interference; that
is the entitlement to enter onto or interfere with property clandestinely.

The safeguards regarding the use of surveillance are both substantive
and procedural. Some of the substantive safeguards, ie what types of
covert surveillance local authorities can and cannot undertake are
indicated above. A new substantive safeguard was introduced from
1 November 2010 by the Protection of Freedoms Act 2012. This
prescribes that a local authority’s use of directed surveillance is
restricted to the prevention or detection of crime only and only in
respect of:

e a criminal offence that carries a minimum term of six months’
imprisonment, or

s offences involving the sale of tobacco and alcohol to underage
children.

A critical underpinning principle of the RIPA regime is that any covert
surveillance that is authorised must be necessary and proportionate.
Essentially, this requirement means that:
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3.8

3.9

3.10

4.1

e there is no other satisfactory lower level means of investigation; and

¢ the interference with the privacy of the surveillance subject (or
those inadvertently caught up in the surveillance — known as
collateral intrusion) is outweighed by the importance of the
investigation.

Authorisations for covert surveillance will only remain active for a
maximum period of three months in the case of directed surveillance
and 12 months for a CHIS.

The main procedural safeguards are that the surveillance must be
authorised by a senior officer, as defined by the Regulations, on a
formal written application; that these must be subject to review and
early cancellation once the investigation is complete or if no longer
required; that the information is recorded on Home Office
standardised forms, and that the Local Authority keep a central
register of all authorisations.

The Protection of Freedoms Act 2012 has added an additional
procedural safeguard which requires that all local authority
authorisations must receive approval by a Magistrate before becoming
effective and outlining the procedure for obtaining such approval.

The ultimate purpose of the regime is intended to ensure that the
citizen's right to respect for his private life under Article 8 of the
European Convention on Human Rights (as applied domestically by
the Human Rights Act 1998) is not infringed other than on grounds
aliowed by the Convention and that in relation to criminal proceedings
evidence obtained by covert surveillance is obtained fairly and not in
abuse of process contrary to the Police and Criminal Evidence Act 1984
(PACE).

THE COUNCIL’S USE OF DIRECTED SURVEILLANCE AND CHIS

To place matters into context the Council makes very limited use of
directed surveillance. In the last inspection period it only granted 7
authorisations, all of which occurred in 2010. The Council made no use
of CHIS; and never has. This is noted in the introductory paragraphs
to the Inspector’s report. A copy of the report is attached as Appendix
A. Appendix B gives a longer term breakdown of the Council’s usage
of RIPA.
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4.2

4.3

4.4

The report pays some compliments to the Council in its surveillance
work and, in particular, commends the maintenance of the Central
Record, which is described as an excellent document for the purposes
of oversight by the Senior Responsible Officer and the RIPA
Co-ordinating Officer. Some minor shortcomings in the record were
identified and steps have been taken to amend the record to address
those issues. The Inspector’s analysis of the applications and
authorisations granted indicated a less satisfactory position identifying
a number of shortcomings. For example, one of the authorisations
contained inadequate consideration of proportionality, the application
and authorisation on the form were in the same typeface, making the
contribution of each officer difficult to distinguish and the
authorisation had never been cancelled. Another authorisation had
been granted for an inappropriate purpose that was not the prevention
or detection of crime, imprecise phraseology had been used and no
expiry or review date had been included. The Inspector was of the
view that in such cases the RIPA co-ordinating officer should act
robustly to ensure the withdrawal of inadequate authorisations and
that this had no occurred to present.

It was noted by the Inspector that, with one exception, all of the
recommendations set out in the previous Inspector’s report had been
fully and satisfactorily discharged. The recommendation that was not
considered to have been discharged was in relation to co-ordinating a
programme of RIPA training, with the objective of improving the
quality of applications and authorisations and achieving a corporate
standard across the Council. The issue of training receives further
consideration below.

Since the previous inspection the Government had introduced new
regulations and codes of practice which had effect from 1 April 2010.
These had limited impact upon local authorities other than to change
the statutory designation of those officers who may authorise
surveillance and to require the appointment of a Senior Responsible
Officer (SRO), who should be a member of the Council’s corporate
leadership team and have ultimate oversight of the integrity and
management of covert surveillance. The report contains some
references to the Council not having appointed an SRO. Tam able to
confirm that this was an error of understanding on the part of the
Inspector and that the Council did resolve to appoint Mr Frosdick as
Senior Responsible Officer at a meeting of the Cabinet on 18 August
2010, following the introduction of the revised Home Office codes.
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4.5

At the conclusion of the report the Inspector sets out 6 specific
recommendations. These are addressed in turn.

(1)  Amend the format and content of the Central Record

The Council’s central record is maintained as an electronic spreadsheet
which the Inspector noted was fully compliant with the relevant codes
of practice, except in that it omits any procedure for the recording of
self-authorisations. It was also noted that the system adopted for
recording urgent authorisations, confidential information and
employment of juvenile and vulnerable CHIS was dealt with by way of
prefixes and although compliant was regarded by the Inspector as
cumbersome and difficult to follow.

Response

Since the local codes of practice would exclude self-authorisations,
provision for the recording of such might have appeared otiose.
However, appropriate provision has now been made on the electronic
spreadsheet. The use of prefixes has now been discontinued and
replaced by the Inspector’s preferred method of a separate column in
the spreadsheet in respect of urgent authorisations, confidential
information and employment of juvenile and vulnerable Covert
Human Intelligence Sources, respectively.

(2)  Establish more robust oversight procedures and raise RIPA
awareness within the Council

Oversight of submitted RIPA documentation and raising RIPA
awareness within the Council are two of the four principal
responsibilities of the RIPA Co-ordinating Officer as identified by the
Inspector in paragraph 19. In paragraph 20 the Inspector expresses the
view that oversight should be robustly conducted and that if an
authorisation is not of an appropriate standard the attention of the
authorising officer should be drawn to it and, if necessary, he/she
should be advised to cancel and re-issue it with revisions.

The Inspector also identified the possibility of unauthorised (and
therefore unlawful) surveillance being conducted, especiaily within
those departments of the Council which were generally unlikely to
resort to covert surveillance activities as part of “the day job” i.e.
officers may carry out directed surveillance without authorisation
simply because they do not appreciate that their activities amount to
directed surveillance within the meaning of the Act.
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Response

It was pro-actively suggested at the inspection meeting, by the SRO,
that given the low level of covert surveillance and the small number of
authorisations issued it ought to be perfectly feasible for applicants/
authorising officers to seek bespoke legal advice in each case from an
appropriate officer of the Legal Services Division and that this ought to
ensure the correct completion of the documentation. Clearly, however,
documentation which has not been adequately completed should
never be allowed to progress to the point where it is presented to a
Magistrate for final authorisation. It is proposed that future
authorisations submitted to the RIPA Co-ordinating Officer should be
accompanied by a separate note indicating that legal advice has been
taken and the extent of that advice. The application will then be
scrutinised by the RIPA Co-ordinating Officer and if it appears to him
that either the application or authorisation is not completed to an
appropriate standard, he will direct the authorising officer to cancel the
authorisation and re-issue it with revisions prior to its submission to a
Magistrate.

With regard to unauthorised surveillance there is already a good
degree of RIPA awareness among council officers within the services
that might be expected to make use of surveillance to ensure that the
risk is extremely low. Itis acknowledged however that outside those
particular service areas risk will be greater, although the likelihood of
such other services finding a need to carry out surveillance and doing
so without seeking guidance of their own initiative might be
considered small. Nevertheless it is recognised that there would be a
value in raising RIPA awareness generally within the wider Authority
and this will be attended to. A strategy for promulgating RIPA
awareness is being drawn up and will entail some form of
dissemination of information and materials through the Council
intranet and departmental management teams.

(3) Revise the structure of RIPA management

The recommendations relate to the appointment of a Senior
Responsible Officer and to clarify the role of the RIPA Co-ordinating
Officer.

Response

As already explained the former Borough Secretary, now Head of
Legal and Governance, was appointed to the position of SRO on 18

August 2010 and he has been carrying out duties of that role since that
time. The role of RIPA Co-ordinating Officer sits with the Acting
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Assistant Director of Legal Services (Litigation) who has taken on
board the Inspector’s comments concerning the duties and
responsibilities of the role and in particular has noted the Inspector’s
comments with respect to the degree of robust oversight to be
exercised over the authorisation process.

(4)  Reduce the number of Authorising Officers, appoint them on
a corporate basis and ensure that all who may authorise are
appropriately trained

At the time of the inspection it was noted that 11 council officers are
authorised as designating officers, but that the majority have never
been, and are never likely to be, called upon to consider an
authorisation. Consequently, most are inexperienced and have
undertaken little training. It was noted that the Chief Executive and
her deputy are statutorily the only officers who may grant
authorisations for the acquisition of confidential information or the
employment of juvenile or vulnerable CHIS. Having regard to the low
level of authorisations granted by the Council the Inspector felt that a
reduction in numbers of authorising officers to no more than 4, in
addition to the Chief Executive, her deputy and the SRO would
adequately cover the Council’s needs and the contingencies of illness
and holidays. All of the authorising officers to be fully trained.

Response

This recommendation is accepted and implemented with immediate
effect. In future the Council’s authorising officers will be the
incumbents of Head of Regulatory Services (currently Simon Frow),
Assistant Executive Director Finance (Audit and Risk Management)
(currently Rob Winter), Head of Benefits (currently Chris Armitage),
and Assistant Director Community Safety Services (or equivalent
under proposed staffing structure for enforcement) (currently Paul
Brannan). There are the most experienced authorising officers within
the Council and those whose services have historically made the
greatest use of directed surveillance and which can therefore be
expected to have the greater need, if any, to carry out directed
surveillance in the future. With appropriate training, which is referred
to below, the 4 authorising officers will be capable of authorising
directed surveillance or CHIS both within their own, and within each
others, (or any) service areas. It is considered extremely unlikely that
the Council will ever be in the position of granting authorisation for
the acquisition of confidential information or to employ a juvenile or
vulnerable CHIS. However, in order that an authorisation can be
granted, should the eventuality arise it is also proposed that the Chief
Executive be designated as an authorising officer. It is considered
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unnecessary to designate a deputy, since any such operations would be
subject to meticulous advance planning and would factor in the
availability of the Chief Executive to authorise. With the exception of
those named officers and the SRO, all other authorising officer
designations are revoked as being unnecessary.

(5)  Establish a corporate RIPA training programme commencing
with professional training and ensure that the issues
highlighted in this report are addressed

The Inspector has considered that there has only been a low level and
somewhat piecemeal approach to RIPA training within the Authority
since the previous inspection and that the previous Inspector’s
recommendations that training should be aimed at achieving a
corporate standard across the Council has not been discharged. He is
also of the view that the lack of training does show in the sometimes
poor quality of authorisations and ancillary documents that he
examined. His recommendation is therefore that RIPA training would
best be provided by professional trainers who will provide the
essential groundwork on which the Council could build a future
training programme. The initial training should be attended by all
officers who may be called upon to authorise, together with likely
applicant officers. Thereafter regular refresher training can be
attended by the same officers which may be conducted internally by
the SRO and/or RIPA Co-ordinating Officer.

Response

Clearly the expenditure of resources upon training needs to be
proportionate to the Council’s sparing use of surveillance activity. It
is also considered that the training requirements for applicants and
authorising officers should be viewed in the context of the offer by Mr
Frosdick in his capacity as SRO and Solicitor to the Council that advice
should be sought from the Council’s Legal Services Division prior to
any authorisation being submitted. Since that authorisation would
then in turn be subject to oversight by the RIPA Co-ordinating Officer,
as recommended and accepted within this report, together with
periodic examination of the filed documents by the SRO there are a
number of levels of assurance in place. Notwithstanding, in view of
the particularly strong recommendation by the Inspector that
professional training should be undertaken in the first instance, work is
currently being undertaken to identify the most appropriate and cost
effective deliverer of such training. It is intended that training will be
delivered to the target group identified by the Inspector during the
first half of 2013. In-house refresher training will be provided
thereafter at appropriate intervals.
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(6) Amend the RIPA Local Codes of Practice and Guidance in
relation to directed surveillance and CHIS

It is noted that the former RIPA Co-ordinating Officer has produced
comprehensive Local Codes of Practice and Guidance in relation to
directed surveillance and CHIS intended to regulate the activities of
the Authority within the statutory scheme. In Section 30 of his report
the Inspector sets out a number of bullet points helpfully indicating
some desirable amendments that could be made to the Council’s
documentation.

Response

All of the proposed revisions will be attended to in eatly course and
have only not been produced to date because of the needs to prioritise
other work within the Legal Services Department. It was suggested at
the inspection meeting that the revised documents should be uploaded
and form part of a bundle of RIPA reference material to be maintained
on the Council intranet both for useful ease of access by those officers
who may be concerned with surveillance activities and as part of a
wider RIPA awareness initiative. This suggestion was commended by
the Inspector and will be implemented as soon as possible after the
recommended revisions to the documentation have been completed.

IMPACT ON LOCAL PEOPLE

5.1

It is clear that the application of the RIPA Scheme will have an impact
on those who are identified as surveillance subjects. The application of
the Scheme may also have an impact on those local people who are not
targeted but who are, for example, included in the observations as they
pass by. The former impact can be controlled by ensuring that the tests
set down for the authorisation of surveillance are met (especially those
relating to necessity and proportionality) and that the forms for
application and authorisation are properly completed. Clearly in view
of the Inspector’s report there is room for some improvement here.
The package of proposals set out in response to the Inspector’s
recommendation are intended to address this. The latter can be
controlled by ensuring that consideration is given to collateral
intrusion and that this assessment (which is provided for in the
standard application form) is closely linked to the matter of the
proportionality of the proposal for surveillance.
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COMPATABILITY WITH EUROPEAN CONVENTION ON HUMAN RIGHTS

6.1

The purpose of RIPA is to ensure that covert surveillance is compatible with
the convention. Whilst there has been no suggestion of breach by the
Council, improved assurances for the right to respect for private life will
result from the package of proposals put forward in response to the
Inspector’s recommendations.

REDUCTION OF CRIME AND DISORDER

7.1

The use of the RIPA Scheme should have a positive benefit on reducing
crime and disorder in relation to matters in respect of which the Council is
the enforcing authority. However, it should be borne in mind that covert
surveillance is only one means of enforcemnent and normally a wide range
of other investigative approaches, as well as other methods of enforcement,
such as campaigns, will have a proportionally greater impact.

RISK MANAGEMENT

8.1

8.2

The inappropriate or non-compliant use of RIPA may lead to applications
for damages under the Human Rights Act 1998 in respect of breaches of the
right to respectful privacy etc under Article 8 of the convention or to
applications for evidence to be excluded under PACE. The proper use of
RIPA, especially the integrity of the authorisation process will mitigate this
risk. The additional levels of assurance proposed in respect of that process,
as set out in this report, should assist in reducing any risks of non-
compliance or inappropriate use.

On the other hand, failure to use RIPA as a valuable investigative tool in
appropriate cases may result in crime and disorder not being tackled. This
must be reserved as a matter for the judgement of the enforcing directorates
as to the correct level and means of enforcement. Whilst it is noted that the
Council is a limited use of directed surveillance and does not use CHIS
there is no reason to suppose that this has resulted in ineffective
enforcement. Additionally, where, for example, the Safer Neighbourhoods
Unit identify a need for covert surveillance it is likely that this will be given
effect through the use by the Police of their own authorisation process as
part of effective partnership working between the 2 organisations. The
potential use of CHIS has been discussed between the SRO and relevant
service heads. Those service heads do not currently view CHIS as a
necessary enforcement tool. In the unlikely event that CHIS should be
proposed then a full risk assessment would be carried out in respect of the
particular investigation through the authorisation process.
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FINANCIAL IMPLICATIONS

9.1  Financial implications are considered within service budgets (including
training budgets) which includes the time of the Assistant Director, Legal
Services (Litigation), in maintaining the central register and monitoring the
Scherre.

EMPLOYEE IMPLICATIONS

10.1  There are no employees employed specifically to operate or monitor RIPA.
It is in effect written into the job descriptions of relevant staff and in many
respects it is simply something relevant staff has to do as part of the day job.

LIST OF APPENDICES

Appendix A - Inspector’s Report
Appendix B — Summary Statistics of a Number of Uses of RIPA

BACKGROUND DOCUMENTS

(i) Cabinet Resolution dated 5 March 2009

(i)  Scrutiny Commission Report dated 12 November 2008

(iii)  The Council’s Local Codes of Practice

(iv)  Central Register of Authorisations (this document consists of exempt
information pursuant to the Local Government Act 1972 Schedule 12A

Part I paragraphs 1, 2 and 7).

Contact Officer:

G Kirk, Acting Assistant Director Legal Services (Litigation). Tel: 3023
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INSPECTION REPORT

Barnsley Metropolitan Borough Council
17* Qctober 2012
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RESTRECTEE covering CONFIDENTIAL

DISCLAIMER,

This repart contains the ohservations and WMMMB identified by an individual
surveillance inspector, or team of surveillance. inspectors, during an inspection of the -
specified public aut_hurity conducted on haha_lf of the (_I_hief Sln'veillg_nce Cmnmissione;'.:: .

Themspwﬂon v::.as.ilihﬁwd_-by-tisﬁe andcou!d dﬂl'y.sam'ple'a amallpmpmtion of ad’vatv '
anﬁvityinordmmmakeasuhjeoﬁvewmemafmmpﬁanm..Fai!mtoraiseimin:-
this report should not automatically be construed as endorsement of the unreported

Tho advico and guidanos provided by the inspeotor(s) during the inspection could cnly

reflect the inspectors’: subjective opinion and does not constitute an endorsed judicial -

the Chief Surveillance Commissioner.

The report is sent only to the recipient of the Chief Surveillance Commissioner’s letter
(vormally the Chief Officer of the authority inspected). Copies of the report, or extracts -
of it, may be distributed at the recipient’s discretion but the version received under the

mva'inglcﬂcrslwu;dmnminh:m_asthcmastuvemiom,f,- S T

The Office of Surveillance Commissioners is not a public body listed under the Fresdom
of Information Act 2000, however, requests for the disclosure of the repost, or any part of
it, or any distribution of the report beyond the recipients own authority is permissible at
the discretion of the Chief Officer of the relevant public authority without the permission
of the ChiemevaiHmceCnmmissim.Anymfexmnwmmam or extracts from it,
must be placed in the correct context.
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Office of Surveillance
Commissioners

Chief Survsiiiance Commissloner,
Qffica of Surveillance Commissioners,
PO Box 29105,

SWivi1zu.

26" Oclober 2012,

_ INSPECTIONREPORT =
- BARNSLEY METROPOLITAN BOROUGH COUNCGIL

Inspecton 17" OQctober2012,
Inspector - Hia Honour Noman Jones QC,

Assistant Commissioner

Bnmslayﬂelropollhn Bumugh Counéll. |

1.

Web:

Bamsley WBC s a unitary authority in South Yorkshire. It administers a

largely urban area of 127 square miles with a poputation of about 231,000.
Bamesley s the principal town with some 67 other townships and villages -
scaltered throughout the area. :

The Corporate Management Group le headed by the Chief Executive, Ms.
Dlana: Terrs, who has assumed office since the. iast Inspaction. She is
supported by two Assistant CEOs, The Borough Secretary and five Executive
Directors. ' '

Until very recantly responsibllity for RIPA substantially rested In the hands of
Mr. Stephen Parker, Aseistant Borough Secretary;, who fulfilled the rola of
RIPA Co-ordinating Officer. However he left the employ of the Council only a
matter of days before the Inspection. A Senlor Responsibla Officer has not
heen appointed as such but the Borough Secretary fulfils that role within the
Council with functions set out in the Council's RIPA Local Cods of Praclice
and Guidance in Relation fo Diracted Surveillance .

The Council was last inspected by the OSGC on 8. December 2008 by Mr. Neil -
Smart, Survelllance Ingpector.

Bamnaley MBC makes minimal use of RIPA having granted only seven
authorigations since the last Inspaction, all in 2010. k follows that for the last
iwo years there has besn no uss of authorised covert survsillanca by the

Council. All were for dirseted surveillance, Nona concemed self authorisation, -
the acquisition of confidential information, or the use of the urgency provisions.

PO Box 29105 Loondoen SW1V 12U ¥l 020 7035 0074 Pax 620 7035 3114
www.eurveillancecommissioness.gov.uk email:osemailbox@osc.gei.gov.uk
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The Council' address | Bamslay MBC PO Box 609, Blmsley. South-' |
Yorkshirs, R T |

lnspecﬂnn. _

7.

Examlnaﬂon of Rscnrde

11.

A cordial wslcdmuo the Gouncll was extended by Mr. Andrew Frosdick,
Borough: Secretary (Sollcitor to the Council) and Council: Monitoring Officer,

Mr. Simon Frow, Head of Regulatory Services (Trading Standards, Licensing
- and Environmental Health) and an authorising officer for RIPA and Mr. Gary
-~ Kirk, Interim: AasisﬂntBomug: Secretary and solicltor In- Legal SGMueawho L
_lsﬂkelytobeassumlngme R

of RIPA Co-o:dinaﬂng Officer.

k The Inapec&un mnenosd and condudad with !ntefviawa and dlawssions:‘; -

with the officers. An exarnination of the Central Record of Authorisetionsanda .~

" sample of the retained applications/authorisations, reviews; renewals and

- cancafiations was underteken, the resulis of which wera relaﬁd to the officers: -

- during the interviews: The RIPA issues covered Included progress: on past.
" recommendations, management of RIPA including the risks of unauthorised
“covert survelilance, authorising officere; tralning, mﬂcmngea In Iagtalauon, L

pollcy and prnmdum, nouncil!or raaponalbmtisa and CGTV

appreuiatad

-.The ready aaaiatance and oontrlbuﬁcna aﬂ'ordad by all nﬁ!oem waa muahf |

@ Cenral Reo 'lzf'iamalmamwonanalech'on!a spmadehaet whlci'lisfully:j-_;'
aompl!ant with the- requirements  of the Code of Practice for Covert

Survelllance and Properly Interferencs, (8. 1) save that it omite any procedure L
for the recording of self authorisations. Additionally the system adopted for -

recording: urgent authorisations, confidentlal information and the emp ent -
of juvenile: and: vulnerable Covert Human Intelligence Sourcss (CHIS) is:
cumbersome: ‘and - difficult: to- follow: (See- Previous Recommendations
below). Amendments  to. the  format: were: diecussed ‘and’ considered -
appropriate. Of considerable valus, and reflective of the oversight procedura-
adopted by the previous RIPA Co-ordinating Officer, is a column setting out -
that officar's. comments on the quaiity of the authorisation and actions taken
thereon. A column relating to the subject matter of the authorisation contains
brief details of the naturs of the investigation. Thia is an excellent document for
the purposas of overeight both by the Senior Responsible Officer (SRO) and
the RIPA Co-ordinating Officer which will' be iImproved by the amendmenta
discussed.

Seo recommendation

Since tha last inspeciion fwo authorisations have been granted for
investigations of the supply of fobacco on which duty had not been paid and
two for the investigation of alleged fraudulent personal injury claims against
the Council. One each has bean granted for the investigation of antl-social
behaviour, benefit fraud and nolse nuisancs.



12,

 was well considered and detalied but was
- the: application. ‘Mr. Frow, who had d

 from the sfructure of the document.  waa Indicated that handwrting of the
. authorisation 8- best practica. The: confidential. information  box: had been
completed when there.was no requirement to do so. No explry date had been:

s,

One of the tobacco authorisations was examined. The RIPA.Co-ordinating -
Officer had remarked on the facts that there was Inadequate description In the -

~ application of the survelllance proposed and: that: whilst: the authorisation

refarred. fo the taking of photographs no such request could be found in the -

application. In' addition: it was- found: that when: conaldering: necessily the -
- applicant properly. indicated that: covart. survelllance: was: the: only: means:
. avallable for acquiring evidence but falled to Indicate what, if any, other means.

- had been consldered. The consideration of proportionality in: both the
- application and: authorisation falled to addrese: any. of the required three: '
-~ elementa (&) thet the proposed covert surveillance is proportional to the: -

. mischief under: Investigation;. (b) that it Is proportional to- the degree of
. antloipated intrusion on the target and others, and (a) it Is the only option,

. other overt means having been considered and discounted. The authorisation. = -

" Included, though a review date was set. The two reviews had been well

executed with good detall provided by Mr. Frow. However, aithough authorised

© on26% January 2010, ithes never been cancelted. -
 Ona of the intemal audit authorisations for personal injury claim Investigations.

. was examined. No comments were raised by the RIPA Co-ordineting Officer. . - -

~However, whilst mention was made of Section 2 of the Fraud Aot 2006 8 =~

~ perusal of the application and authorisation left the ' impression that therewas .

. no_intention: to: consider criminal prosecution: if: the: investigation produced |

o evidence of fraud. The investigation was clearly directed at achleving evidence
. to challenge the claimant In the civil courts: and was to be conducted by an-

' ehq’uir’y’;_aaent"inalmm?ad_-;:by:_soﬂc!t_om.anﬂnnsz_ﬂf_-me;,Counc!_!- in that action. it -

- should be noted that In a discourse-on C V The Pollce and others contained in- -
the Council's RIPA Local Code of Practice and Guidance in Relation fo. =~
- Directad Survelllance it was established as Couneil poiicy that an authorisation.

to carnry out covest survalllance would not be granted for an employment:
anquiry involving suspected fraud unless there was an Intention to prosecuts it .
as a crime. The sama principls should be taken to apply.to olvil claims against-
the Council. ‘That aside. the- application: and authorisation were both wall
drefted giving good detall of what was required and what was authorised. The -
authorisation would have benefitted from more detail of how equipment which
was to ba used would be deplayed. The application dealt appropriately with-
both necessily and proportionaiily but the authorisation only with the former. -
(See paragraph 11 above). The' application Indicated that confidentlal
Information was “unlikely” ta be acquired. Since such phraseology leaves open -
the poesibility of such iiketihood it could be argued that the authorisation was:
required to be undertaken by the Chlef Executive (See Code of Practice for -
Covart Survsillance and Property interference Appendix A). In fact thers was -

no such likelthood and the application should say sa. The authorisation, which =

was typed, bore no expiry or review date and, although authorlsed on the 8!
September 2010, had not bean cancelled.




14,

15

-

An application and authorisation for nolse nuisance survelllance using audio
recording: equipment was on an old style form. Neither application nor.
authorisation dealt adequately with necessiy or proportionality and similar:
comments to those made above apply. The hox relating to the likelihood of

acquiring - confidentfal. Information in' the application was: laft blank. The

authorisation; which it was encouraging to note was handwritten; did not detali -
what was baing authorised with no attempt made to addresa the “SWs" set out

. as a prompt In the box. A review date was set: but no axpiry. It wae.

. exsroised oversight on the authorisations there was no evidenas that this had: - o
“lead to a withdrawal of authorisations which:he considered Inadequate, though: -

e took staps ta ensure that. the- authorising - officers: concarned recelved: -

further training. Conssquently the authorisations were activated even though.

i there must have been soms concem in soma cases as to whether they would
- beupheld if challanged In a courtraom. A more robust approach Is required. -

PastH mmdaﬂona S

18..

Four raoommandatlom ﬁvem made in #ie_‘ laat lnspaduqn mport; N L

). The Central Record shauld be amended In order o fully comply with
- paragraph 2.14 and 4.14 of the Covert Surveillance Sources Codes of

. Atthetkne df’thb laét !népecﬂdn Mr. Smartwaa uh'aiv'ara tha: a ayatem
.. existed to'ehsure compliance with the Codas of Practice in relafion to S
- Central Recond recording: of urgent, confidential information and self

‘authorised authorisations: As- remarked above the: system s

cumbersome and diffioult to follow. Whilst it ensures compliance with
the Codea of Practice It Is confusing to use; and would be so for the
SRO and RIPA: Co-ordinating. Officer when exercising ‘oversight. It
should' be- discontinued in favour of the system discussed at the -
inspection of inserting separate columns in the spreadsheet for each -
itemn. Separate Records now exist for directed surveillence and CHIS,
An amendment hes been made to record Magistrate's approvals but
again that would benefit from being placed in separate columns and not
crammed within those for existing records. Whilst this recommendation

Sea racommendzation

(). The Council amends the policy document as detailed fo creats clarity
around the process.

(if).  The Council must ensure it operates within parameters dictated by Si
2003/3171.

4



The authorisations examined relied o
- Council. This scommendation hs :
(). - Tréining should bs reviewed to produce corporate standards across the.

Proportionallty, and the structure of authorisations. A programme of i

~ The only training undertaken sincs the last inspection was the
s i A 2010y o vl Audo o o dey e,

- under the ausploes of “Act Now” an independent professiona

~ and a courss given by Mr. Parter to tha Nelghbouhoad Safely Ui

* maintenance of the Central Record and euerd ‘oversight over the RIPA

18,

19,

process: He advised depariments on covert aurvelllance and the authorisation

Howaver his departure does present the Council with an opportunity to revise:
the structure of its RIPA management and to bring it more into line with the
requirements of the Codas of Practice and comman local authority practices.
Ta that effect it would be appropriate to appoint an officer who wauld be the
SRO and who would undertake the functions outlined in the Cade af Practice -
for.Covert Surveillance  and: Properly Interference: (3.28) - which Include:
responsibllity - for the. integrity of the “RIPA process within' the Councll; for
compliance with RIPA and its regulatory framework; for engagement with the

See recommendation

Some consideration hag already been given o filling Mr. Parker's role, Mr. Kirk
may be appointed to do so and this would be an opportune moment {o set out

5



20,

»

the requirements of a RIPA Co-ordinating Officer so that thene I clarity within
the Councll as to who dosa what. Tha day to day responsibliities of the RIPA
Co-ondinating Officer should Include: (a) maintaining the Central Record of
Authorisations and collating the original applications/authorisations, reviews,
renewals and cancellations; (b} oversight of submitted R/IFPA documentstion;
(c) organieing a RIPA tra!nlng programme and (d) ralslng RIPA awarenass
with[n the Council. -

Sea mummendaﬂon

: D!aouusion took: plaoe mnoam!ng the warsight msponalbl!iﬂas of both oiﬂcem
. and the risks of unauthorised surveiliance. it was emphasised that the RIPA

Co-o:dtnatfng Omrahou!d exerciee oversight on each RIPA document as it -

- was submitted from authorising officers to the Central Record. That gversight -
“should be rob canducted and would be supported by tha SRO wha should:

undertake periodic exarmination of the flled documents. If an authorieation was

not of an appropriate standard tha attention of the author!sing officer should be -

drawn 1o i and, if necessary, sfhe should be advised to cance! and relssue it

" with revislons. Aselstance was avallable within departments from individual -
‘solicitors: saconded to: the- daparlment who could act as gatekespers on.

appllnaﬂonalauﬂ'lorlsaﬂom and 8o’ rales the standand. In relation to
1 macmmwareofﬂtevhwﬂmmemwasagmd
dewae of RIPA awaranesa among Councll officers which achleved the aim of
reducing the risks of such survelilance. Indeed prior o the inspection Services
had besn. quastioned about such sisks and: had: Indicated a: high degree of

- awareness: of the riske  of - conducting unauithorised: covert: survelllance..
Nevertheless. there was some: degree: of -hesitancy: as: to whether: that

confidence. could be placed in all departments, especially those which were
generally unikely to resort to covert surveiliance activities. Methods of raising

awareness were discusesd which Included using the Councll intranet and

nmla_ttars--'m . heightan. RIPA awarensss; and to cascade: down RIPA
Iinformation through management meetings. Encouragement would be given to
saak Ieg_al_ ad\_vioa from the Legal Enforcament Dapartment.

Sdo recommendation-

Authorising Officers

21.

23.

Tha Council designates no less than 11 officers to be authorising officers of
whom at least five have never been, and are unllkely ever to be, ogﬁied upon to
consider an authorisation. Mosat are wholly Inexperiencad, and in the case of at
least some, aubstantially untrained.

Considering the level of authorisation at the Councll thare is a need to reduce
thelr numbares. It is unnecessary that each departiment should have its own
authoriging officeras since each authorising officar should be compstent to
authorise for any depariment. A reduction In numbers wili ensure that the
Councll has a select and well trained band of authorising officers,

The Chief Executive and whoaver deputises for her in her absencas are the

only officars authorised to grant authorisations for the acquisition of
confidential information or the empioyment of juvenile or vuinerable CHIS. As

8



26. ity

such they require to be trained as authorising ofﬁcam Howaver it s unlkely

that thsy wlll be called upon otherwise to authorlas

The SRO appeam o be requlmd to be an authurlslng ofﬂcer (see Code. of: -
Practice - for Covert Surveillance and Properly Interference - nole 29) but

should not authorise save for exceptional circumstances since to do so would: e
confllct with his oversight responsibiities. For the same ream tha RIPA Co- S
o:dinaﬁngommou!dnothaanaumoﬁsingcmm R T

it was. fa!t that a mduction in numhers of autholising ofﬂcera to no more than:'i. SO
.. four: in addition to the Chief Executive; his deputy: and the SRO would

AN dequataly cover the Council'a nseds am:l the contlmanuias of |Ilnesa mdi;‘ S
~-_hoiidays. Alimust befully h’alned : : R

: -‘::.'.Bnammnmendaﬁon T
26, Thers Is no corporate tralnlng programme for RIPA at Barnsiey MEC, The !ast'f:;-‘? i
. corporate training’ was: conducted  in 2008 Just prior to. the last inspection. -
.. Otherwise such training as has been undertaken since the last inspection s

- referred to under paragraph 18(iv) above; The lack of training does show in
' the ‘poor quality of authorisations and ancillary documents examined. it may:

" well_be that training: has: underetandably been delayed because of the

27.

28.

_ anticlpated changes In legislation: With the Gouncil going through a period of -
- . re-organisation; with new etaff appointed to some of the RIFPA posiions and -
. -with eubstantial changes In: the RIPA leglslation- and regulation it ia- an:

-~ opportune time to undergo fresh: corporate tralning: Whilst: good suggestions:
- wefe made by.the officers that the acquisition of training: packages produced .
- by. profesalonal- training: companies would provide assistance in: ‘keeping

_ officars: abreast of developments and that the: National Antl: Fraud Network:

could be approached to pravide some training theae are unilkely.to provide the -

_ basls required by authorising officers and' Iikely applicants at this time. Such

training would best bhe provided by professional trainers who would provide the-
essentlal graundwork on which the:Council could: bulld the future training
programme to be established by the RIPA Co-o:dinaﬂng Oﬂ?cer

Tha miﬂai training should be aitandm by all oﬂicers who may be called upon

to authorise, together with likely applicant officers. In the interests of economy

approaches could be made to neighbouring local authorities who may need -
similar training to share the services of a supplier. Thereafier regular refresher -
training attended by the same officers should be held at Intervals of 12 to 18

months and can be conducted intemally perhaps by the SRO and/or RIPA Co-

ordinating Officer. The suggestion by the: officers that: a bundle of RIPA

reference documents should be maintained on tha Council intranet is to be

commended. '

Although the Council discourages the amploymmt of CHIS nevartheless the
legislation empowers it to do so and occasionally such employment is
unavoidabla. Consequently the Council must be prepared for such an
eventuality and it Is Important that officers are trained as handlers and
controliers to manage CHIS. Such training can be provided by the professional
trainer and thereafter refreshed during periodic refresher training.

7



See recommendation -

Pol_léy__ah&-__l?rbo_edﬁm._ -

28,

As aiready remarked the Council has In its RIPA Local Code of Practice and.

Guidance in Relation to Directed Survelllance and its sister volume relating to -

" CHIS comprehensiva guldes to its RIPA policy and procsdures. Indeed i the

doocuments suffer any defect it lies in thelr inmensa detail and discursive style.
As such it ' may prove somewhst difficult for an officer. raquiring: dirsction:
befitting a“ particular situation to quickly - Identify what s/he needs. The

- production of flow charts for directed surveiffance and CHIS for__tha benerm of

officers was suggested which again should be commended.

The policy and procedure documents. appear to have last baen revised

.. following the publication of the current edition of the Codes of Practice and the -

romuigation of leglslation relating to legal privilege. In addition Mr. Fosdick:
a8 produced a. Suppiamantary._Nota on the Protection of Freedoms Act 2012

" and- the - Regulation” of Investigatory - Powers (Directed’ Survsillance and -

CHIS(Amendment)Order, S| 2012/1500 which is now attached 1o the policy.
document.. Neverthelesa there fs' a need for some: revialon of the overall
document and amendmente ware dlsm wﬂh the officers as follow '

- o The roles of the: 8RO and RIPA Co-ordinating Officer should be:
- Included in a separate section. . T
= Appoint authorising officers' on' a corporate rather than a directorate’
~ basls and continue to identify them by name and rank In an appendix to
the policy. Require af! authorising officers to be appropriately trained
before being permitted to authorlse. :

o In the sectiona conceming necessity and proportionalily indloate that
reasons- should: be given when making an application or granting an
autharisation as to why it s necessary o use covert surveillance in the
investigation and that a consideration of proportionaiily should contain a
consideration of the three elemants (a) that the proposed covert
surveillance Is proportional to the mischief under Investigation; (b) that it
is proportional to the degrse of anticipated Intrusion on the tanget and
others, and () it is the only option, other overt means having besn
considered and digscounted. o

e Urgency should contain an Indication that oral urgent authorisations
may no longer be granted and that the urgancy provisions should only
be considered when there wds likellhood that life may be endangered
or the: investigation, the subject of the. authorisation, may be
jeopardised. Advise that officars shouid always first consider whether
the immediate rasponse provisions of Section 26(2)(c) of RIFA apply.

e Amend the officera who may authorise for the acquieition of confidantial

- information and tha employment of juvenile and vulnerable CHIS to
accord with the Appendices to the Codas of Practice, namely the Head
of Pald Servics or, in his/her absencs, whosver deputises for himvher.



B T

® Add detalls of the provisians of the: RIP(Dlrected: Surveillance and
CHiS)(Amen Order 2012, SI 2012/1500° and the Protection of
Freaedoms Act 2012. (Section 38). | - o

See meommia#déﬂ_'o'x_;f .

~ Protaction of Freedoma Act 2012

- The Proteation of Froedoma Act 2012 end the RIP(Dirssted Surveifance and
- CHIS)(Amandment)Order 2012, SI 2012/1500° were discussed. Both Wi

. commence an 1. Névember 2012 and tha relsvant provisiona of the P of F

| Aot (Section: 38) will amend RIPA by the addition of wo sections (324 and

- 328) requiring, local authoriy  authorisations o receive approval by a: -

~ maglatrats before becorming effective and autlining the pmaeuureforobtan;t;:g

o such approval. Guidance has besn provided to bath' local authorities and
. Qhisirates by the Home Office. The RIP(Diracted  Surveilance and

0 CHIS)(Amandment)Order 2012 further limits. the: ground of necessity upon
- which local authorities may: authorlse directed survailiance and creates @

- minimum level of serlousness for authorisation, Additional guidance Is to be
-"--m_;s'z.;ag;gaaa;.imaass‘u;.;uau;eaang;;m-m;:;mm!pm.wh:an must

- be understood by alf who engége In 1. In particular it requires a fu rther level of
.apﬂmval.b&yonJ . ke ooy

the authorlsation before covert survelllance of any form may

- be undertaken by local authorities and it subgtantially curtalls the range of

__ ' _mfapqnelbniﬂes'ig
33,

tng o th rgulation of loalautharty GCTV sysema.

 Addionally Coutcla wil have % consider who the approprsts afr i fo

attend on- the Magiattate::whsn---mkinn:_appmli Whilst the Home Office
Guidancs indicates: a preference for the- investigating officer it must be
appreciated that it Is the authorisation granted by the authorising officer for-
which approval is sought. - | o

Counclilor Responsibliities:

24,

cCTVY



36..

As at the time of the previous inspection the polica continues io opsrate the
Counci resourced CCTV system withln tha Borough.

Concluslons

36.

37.

38,

Bamsley MBC is a very sparing user of covert survamancé a usage which is
Tikely to dimlnlsh with the inc!dance of mcant legl;a!aﬂva changea :

Whilst it waa massuring to nom that three of the four mmmendaﬂona made

in the: last OSC  inspection report were' addressed it was: somewhat:
disappointing that: attention had: not been' given to' training: This' musi be
addressed forthwith to ensure that the authorisations granted are compliant

wﬂh ﬂw Ieglalaﬂan and wilt aehleva approval fmm ths maglatmtea
The quaﬂty of au&odsaﬁon was not of the highest order Howwer standards

- are [lkely to improve with the creation of a more robust oversight process and
- the: institution: of a training: programme: This: will require. the. RIPA Co-
- ordinating Officer to ba well versed In RIPA and able to advha aumoﬂslng and-

B 'appilcamm‘ﬁnemmﬂmmufdmwea

39,

) 111e mducﬁon of the numhar of authoﬂslng oiﬂcars will raduna the numbaa

requiring - RIPA  training: and ensurs - that' individual officers - gain- more

experience - of  guthorisation. Thla shouid help addma lhe waalmeeaee :

obsarved during thla Inspewon

_ Rocommmdaﬂom s s

40.

Lo Arnand the formai and ooment of the Central Remrd (Famgraphs 10
and -18(}). -

. Establish more- mbual uvemght procedures’ and raise RIPA°

awarenssa within tha Council. (Paragraph 15 and 20):

.  Revise the structure of RIPA management. (Paragraphs 18 to 20)

V. Reduce the: number of authorising: officers, appoint them on a
corporate: basis: and ensure: that all. who may  authorise are
appm dately trained. (Paragraphs 21 10 25) -

V. h a corporate RIPA training programme commencing with
profa&!qnai tralning and ensure that the Issuss highlighted in this
report are addressed. {(Paragraphs 16(iv), 26 o 28)

V. Amend the RIFA Local Codes of Practice and Guidance in Rejation
io Directed Surveillancs and CHIS. (Paragraph 30)

His Honour Morman Jones, QC.
Assisfant Surveillance Commliasioner.
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Summary statistics of the number of uses of RIPA

Appendix B

Year Regulatory | Housing Internal Community | Total
Services Benefits Audit! Safety

2003 1 1 5 2 9
2004 2 - 9 1 12
2005 - - 12 8 20
2006 1 - 23 3 27
2007 2 1 17 2 22
2008 5 1 2 - 8
2009 5 - 1 - 6
2010 2 1 2 2 7
2011 - - - - -
2012 - - - - -

! Many of these authorisations relate to investigations of various forms of alleged misconduct by
Council employees. At the December 2007 inspection the Inspector drew attention to a decision of the
Investigatory Powers Tribunal that RIPA did not cover investigations which were done for disciplinary
purposes only. From 2008 onwards, authorisations on behalf of Internal Audit have been limited to
cases where there is a clearly identifiable allegation of criminal behaviour. This explains the reduced

number of authorisations in this column from 2008.

<p/042/00001 report to audit committee 201303






